Alarmlr\

Security Ltd

ALARMLINE SECURITY LTD — PRIVACY & COOKIE POLICY

AlarmLine Security Ltd is a family-run business based in Lincolnshire, registered in

England and Wales under Company Number: 08019452.

Our registered office is located at International House, Lealand Way, Riverside

Industrial Estate, Boston, Lincolnshire, PE21 7SW. Within this policy, "AlarmLine",
we", "us", or "our" refers directly to AlarmLine Security Ltd. We act as a Data

Controller under UK data protection legislation.

1. OVERVIEW & SCOPE

Maintaining the security of your data is fundamental to how we operate at AlarmLine
Security Ltd, and we are committed to respecting your privacy rights at all times.
We pledge to handle your personal, property, and system data fairly, transparently,
and in strict compliance with the UK General Data Protection Regulation (UK GDPR)
and the Data Protection Act 2018.

Under these data laws, AlarmLine Security Ltd acts as the "Data Controller" for
the information collected across our services. This means we are legally responsible
for determining how and why your personal data is processed.

This Privacy & Cookie Policy applies to information we collect, process, and store
about you across both our physical operations and our digital infrastructure. This
includes data gathered from or managed via:

e Online Enquiries: Forms, quote requests, or technical service requests
submitted via our website.

o Direct Communications: Enquiries, orders, or support requests made via
email, social media, or telephone.

« The Uptick Platform: Our secure engineering platform used to issue digital
sales quotations, deliver engineering service reports, track compliance assets,
and manage customer portal logins.

« Field Operations: Physical on-site surveys, engineering installation logs, and
routine system maintenance inspections.

o Security Systems: Active monitoring feeds, keyholder databases, and
technical hardware diagnostic logs.

Regulatory Registration

« ICO Registration Number: ZB843910
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2. WHAT PERSONAL DATA DO WE COLLECT?

AlarmLine Security Ltd collects and processes only the information necessary to
design, install, maintain, and monitor your security infrastructure. We may collect the
following data about you:

« Identity & Contact Details: Your full name, title, billing address, installation
address, email addresses, and telephone numbers (including mobile
numbers).

o Property & Asset Data: Building layout plans, asset registers (types and
locations of sensors, panels, and cameras), engineering site notes, and
property access details managed via Uptick.

« System Credentials & Monitoring Data: Designated keyholder names and
contact numbers, secure account passwords, user verification codes, and
system identification profiles.

« Technical & Event Logs: System activity data, including arm/disarm
timestamps, zone fault alerts, fire drill records, key fob access logs, and live or
recorded CCTV footage captured during testing or monitoring.

o Transaction & Purchase History: Records of quotations requested,
equipment purchased, maintenance tier choices, subscription billing histories,
and service correspondence.

« Communications: Copies of emails, letters, social media messages, and
technical support notes.

Important Notice on Biometric Access Systems

Where AlarmLine Security Ltd has installed biometric fingerprint access control
systems for a customer, we do not collect, host, access, or store any biometric
data. The customer remains the sole Data Controller for all localized biometric
templates used by their staff or visitors.

Important Notice on Telephone Call Storage
Telephone call recordings are retained for 12 months for training, quality assurance,
and dispute resolution purposes, after which they are securely deleted.

3. HOW WE USE YOUR DATA & LEGAL BASES

AlarmLine Security Ltd processes your data under strictly defined legal bases in
accordance with UK data protection law. We use your data for the following core
purposes:

Contract Fulfilment & Management

o Purpose: To generate accurate installation quotes, schedule engineering
visits, track asset maintenance histories, issue statutory compliance
certificates, and deliver service letters. This is managed securely through our
engineering platform, Uptick.

« Legal Basis: Contractual Necessity.

« Data Retention: We retain this data for the life of the contract, plus 7 years
after cancellation.
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System Monitoring and Emergency Responses

e Purpose: To manage active alarm monitoring signals, test lines, contact
designated keyholders during alerts, and securely pass property data to
emergency services or police dispatch.

o Legal Basis: Contractual Necessity and Legitimate Interests. In extreme, life-
or-death emergency scenarios, we rely on Vital Interests.

« Data Retention: We retain this data for the life of the contract, plus 3 years
after cancellation.

To Administer Financial Accounts

o Purpose: To process service deposits, email billing invoices, manage annual
maintenance agreements, track outstanding balances, and handle debt
recovery if necessary.

« Legal Basis: Contractual Necessity and Legitimate Interests.

« Data Retention: Financial accounting records are retained for 6 years from
the end of the relevant company financial year to satisfy HMRC tax record
requirements.

For Crime Prevention and Regulatory Compliance

o Purpose: For fraud detection, keeping accurate tax records, maintaining
mandatory industry audit trails (such as NSI or BAFE standards), and
cooperating with public or law enforcement authorities.

« Legal Basis: Legal Obligation.

« Data Retention: Mandatory industry audit trails and compliance histories are
held for 7 years following contract cancellation.

Website Optimization

e Purpose: Analysing aggregate and pseudonymised statistical data regarding
website and secure client portal usage to monitor functional performance and
secure our systems.

o Legal Basis: Legitimate Interests (and Consent where cookies are utilized).

« Data Retention: Strictly anonymised data is not subject to retention limits.
Pseudonymised analytical data is held for a maximum of 2 years before
erasure.

4. SHARING DATA WITH THIRD PARTIES

Our Service Providers, Software Platforms, and Suppliers

In order to execute our services, manage asset compliance, and maintain property
safety, we share your personal data with trusted third-party service providers. This
includes:

e Asset Management Platform (Uptick): We use Uptick to process your data,
securely store property asset logs, generate digital quotes, issue automated
invoices, deliver technical service dockets, and distribute formal service letters.

e Alarm Receiving Centres (ARCs) & Emergency Services: For monitored
systems, your property details, keyholder contacts, and alarm signals are shared
with our contracted ARCs and relevant Police or Fire authorities.

AlarmLine Security Ltd only permits its service providers to handle your personal

data once we have verified that they apply stringent data protection and technical
security controls that align with UK GDPR requirements.
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Other Third Parties & Industry Regulators

We will never sell, rent, or lease your personal or business data to any third-party
organizations for marketing purposes. We will only share your data with the following
specific categories of third parties:

e Authorising & Inspectorate Bodies (e.g., NSI & BAFE): As an NSI Gold and
BAFE-approved company, we are regulatory and contractually bound to share your
installation details to achieve compliance certification, issue formal certificates, and
permit confidential site assessments during routine business approval audits.

e Manufacturers: To register equipment warranties or activate software/firmware
licences for physical parts installed at your premises. This data sharing is limited
strictly to the specific hardware serial numbers and relevant site identifiers required
for activation.

e Governmental & Legal Bodies: Including law enforcement agencies, regulators,
courts, tribunals, and insurers where necessary to comply with a legal obligation,
exercise or defend our legal rights, or protect our employees and customers.

International Data Transfers

We prioritize storing your data within the United Kingdom and the European
Economic Area (EEA). However, because we utilize secure cloud-based software
platforms (including Uptick), some data processing may occasionally occur via
secure international data pipelines. Where data is transferred outside the UK or EEA,
we ensure it is protected by robust legal safeguards, such as standard contractual
clauses or authorized data bridges (e.g., the UK-US Data Bridge).

5. HOW LONG DO WE KEEP YOUR DATA?

We will not retain your personal, property, or technical system data for longer than is
necessary to fulfil the purposes outlined in this Policy. The specific lifespan of your
data depends directly on our contractual obligations, UK tax laws, and electronic
security industry auditing practices.

Active Contracts & Compliance Logs

« Retention Period: The entire duration of our service relationship plus 7 years
following contract cancellation.

e Purpose: To satisfy corporate tax rules (HMRC), meet mandatory National

Security Inspectorate (NSI) and BAFE industry audit frameworks, and
preserve records for potential contract or liability claims.
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Unaccepted Quotations

« Retention Period: Up to 12 months from the date of issue, unless you
request earlier removal.

e Purpose: To allow follow-ups or quote adjustments within the Uptick platform
without holding inactive prospect data indefinitely.

System Event Logs & CCTV Maintenance

« Retention Period: System signal logs are held for 3 years after contract
cancellation. Temporary diagnostic logs or localized testing CCTV footage
operate on a rolling 30-day overwrite cycle unless required for an ongoing
incident.

« Purpose: To maintain essential historical safety logs while ensuring
temporary operational data is overwritten in accordance with standard data
minimisation guidelines.

6. HOW WE PROTECT YOUR DATA

AlarmLine Security Ltd is committed to keeping your personal, property, and system
data safe and secure. Our robust security framework includes:

e Data Encryption: Encrypting digital records, transmission paths, and cloud
communications during active transfer and at rest.

e Secure Cloud Infrastructure: Ensuring that our core engineering and client
systems—including the Uptick Platform—are hosted in highly secure cloud
environments featuring advanced firewalls and continuous intrusion monitoring.

e Access Infrastructure Control: Restricting internal data access to authorized
personnel only via strict role-based permissions and mandatory Multi-Factor
Authentication (MFA).

e Cyber Security Audits: Conducting regular security assessments to safeguard
our digital architecture and network firewalls from external cyber threats.

¢ Internal Data Policies: Enforcing mandatory internal privacy frameworks and
providing routine data handling training for all engineering and administrative staff,
alongside strict remote-wipe and password controls on all mobile devices used in the
field.

What You Can Do to Help Protect Your Data

AlarmLine Security Ltd will never send you unsolicited emails asking you to reveal your
portal passwords, alarm verification PINs, or security codes. If you receive any
suspicious email or link claiming to be from us, do not respond or log in; instead, please
contact our office directly to verify its authenticity.
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7. YOUR LEGAL RIGHTS

Under UK data protection law, you hold comprehensive rights regarding your
personal data. You may exercise any of the following rights free of charge:

« Right of Access (Subject Access Request): You have the right to request a
copy of the personal data we hold about you (including relevant technical event
logs or our own corporate office CCTV records) at any time. We will provide this
free of charge unless a request is deemed manifestly unfounded or excessive, in
which case we may charge a reasonable administrative fee or refuse the request.
(Note: Where our engineers retrieve or export CCTV footage on-site on behalf
of a customer, we do so strictly as a Data Processor under that customer’s
instruction. Requests for third-party property footage must be directed to the
relevant system owner/Data Controller).

« Right to Rectification: The right to ask us to update or correct any
inaccurate, incomplete, or out-of-date information we hold about you.

« Right to Erasure ("Right to be Forgotten™): The right to request that we
securely delete your data, provided we do not have an overriding legal or
contractual requirement to keep it (such as maintaining corporate tax audits or
building compliance safety histories).

« Right to Object & Restrict Processing: The right to restrict how we handle
your data or object to its use for specific legitimate interest activities.

To exercise any of these rights, please contact our data management team using the
contact channels detailed in Section 10 of this policy. We will verify your identity and
respond to all valid requests within one calendar month.

How to Lodge a Complaint

If you are unsatisfied with how we handle your data, you hold a statutory right to
raise a complaint at any time with the UK supervisory authority, the Information

Commissioner’s Office (ICO). Our full regulatory registration details and contact
instructions are listed in Section 10 (Contact Us & Complaints).

8. OUR COOKIE POLICY

Our digital communication channels utilise cookies to ensure website optimisation,
functional security, and portal operability.

Types of Cookies We Use

e Strictly Necessary Cookies: When you interact with our business online—
including opening digital quotes, approving defect actions, or accessing engineering
paperwork via the Uptick Platform—essential session cookies are automatically
placed onto your device. These cookies are strictly necessary to authenticate your
secure portal identity, protect user logins, process electronic signatures securely, log
your document approvals, and prevent automated spam or cyber-attacks. They do
not track your browsing habits across the wider internet.
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¢ Functional & Third-Party Cookies: Our portal utilises third-party functional
cookies provided by Uptick. These cookies remember your secure login preferences
or language selections for your next visit, so you do not have to re-enter your details.

Cookie Lifespans & Storage

e Session Cookies: These temporary cookies are automatically deleted from your
device as soon as you close your web browser.

¢ Persistent Cookies: Any cookies used to remember your portal preferences are
stored securely on your device for a limited duration, lasting no longer than 12
months from your last visit before expiring automatically.

Managing Your Choices and Consent

You can manage, block, or disable cookies via your web browser settings at any time.
Please note that because our portal cookies are required for core security, disabling
strictly necessary cookies will limit your ability to securely view, interact with, or
electronically sign your quotations and engineering dockets.

9. CHANGES TO THIS PRIVACY POLICY

We review this Privacy & Cookie Policy at regular intervals to maintain legal
compliance with evolving data laws. Any updates will be published directly on our
website, and we will update the revision date below. For significant structural
changes that impact how your data is processed, we will notify you proactively via a
prominent notice on our website or directly through the Uptick portal.

o Last Updated & Approved: 1st July 2026

10. CONTACT US & COMPLAINTS

If you have any questions regarding how we process your personal data, wish to
update your records, or want to submit a formal data request, please reach out to us:

« Email us at: info@alarmlinesecurity.co.uk

o Write to us at: AlarmLine Security Ltd, International House, Lealand Way,
Riverside Industrial Estate, Boston, Lincolnshire, PE21 7SW.

e Phone us on: 01205 310330

We kindly ask that you contact us directly in the first instance so we can resolve any
concerns you may have. However, you also hold a statutory right to lodge a formal
complaint at any time with the UK supervisory authority, the Information
Commissioner’s Office (ICO), if you believe we have handled your data unlawfully.

¢ |ICO Website: ico.org.uk
¢ ICO Helpline: 0303 123 1113

¢ ICO Address: Information Commissioner's Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF.
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